STATE DEPARTMENT OF REHABILITATION SERVICES

ADMINISTRATIVE OPERATIONS



DRS:1-17-7.  Social Networking

(a)  Implementation.  Social network (SN) services focus on building online communities of people who share interests and/or activities, or who are interested in exploring the interests and activities of others. Most social network services are web-based and provide a variety of ways for users to interact. 

The tools used to interact with social network providers vary greatly as does the format. Social network services are most commonly hosted by entities to which the Oklahoma Department of Rehabilitation Services (ODRS) has limited or no control. As such, the contributions to social networking sites may not be protected or guaranteed in any way and may not reflect the position of the ODRS.

To protect the position, image and information assets of the ODRS, the use of social network services is intended for agency purposes only. The ODRS recognizes the potential marketing benefits of a social network presence and its use is meant to promote and market the mission and goals of the agency. 

(b)  Use.  

(1)  The Communications Office as authorized by the ODRS Director is responsible for overseeing the ODRS’ brand identity and key messages communicated on the sites. The Communications Office will maintain a log of all social networking services used by agency employees in the course of official business. 

(A)  The Communications Office is responsible for oversight and management of all agency accounts with social networking providers. 

(B)  Authorization for the engagement with agency social network accounts is a function of the Communications Office. 

(C)  Authorized individuals who have obtained written permission by the Communications Office or Director may publish content to an approved social network provider. 

(D)  The Communications Office will provide the agency’s Information System Administrator with documentation detailing the authorized social network service providers, and current account names and master passwords, and person(s) authorized to use the accounts. 

(E)  Employees shall conform to the agency policy on computer and software usage and refrain from using Social Networking for personal use on state time or equipment. 

(2)  The following statements also apply to social network usage: 

(A)  All policies and guidelines pertaining to e-mail and acceptable usage of computers also apply to social networks, including, but not exclusive to, policies regarding solicitation, obscenity, harassment, pornography, sensitive information and malware. 

(B)  Users’ social networking presences reflect the ODRS so usernames, comments, photos, videos, etc., should be appropriate for a professional environment, and selected in good taste. All ODRS official pages or users must have approval from the ODRS Director to comment, write or publish on the agency’s behalf. 

(C)  Information published on social networking sites should comply with the State of Oklahoma Information Security Policy, Procedures and Guidelines, 

(D)  Respect copyright laws and reference sources appropriately. Identify any copyrighted or borrowed material with citations and links. 

(E)  It is unlawful to disclose or use the ODRS’ or respective client’s confidential or proprietary information in any form of online media. 

(F)  When representing the ODRS in any social networking activity, user should be aware that all actions are public and employees will be held fully responsible for any and all said activities. 

(G)  User must disclose their true identity and affiliation with the ODRS. 

(H)  User must respect the privacy of colleagues and the opinions of others. 

(I)  Avoid personal attacks, online fights, and hostile personalities. 

(J)  Ensure material is accurate, truthful, and without error. 

(K)  Do not conduct any online activity that may violate applicable local, state, or federal laws or regulations. 

(L)  All social networking pages for the ODRS will display the logo approved by the Communications Office as authorized by the ODRS Director.

(c)  Security.  Social Networking has the potential for security-related issues. Most social networking traffic is sent in clear text that is not encrypted. The following statements apply to social networking security: 

(1)  The agency’s information systems administrator must review selected social network service providers, clients, and associated plug-ins to identify potential security vulnerabilities prior to their use. 

(2)  To maintain security of the ODRS network usernames and passwords, social networking users must use a username/password combination that differs from their login ID and password for the ODRS network. 

(3)  Sensitive information such as usernames, passwords, Social Security numbers, and account numbers passed via social networking can be read by parties other than the intended recipient(s). Transferring sensitive information over social networking is prohibited. 

(4)  Peer-to-peer file sharing is not allowed through the ODRS network. Social networking clients are prohibited from use as peer-to-peer file-sharing. 

(5)  Many social networking clients provide file transfers. Transferring of files is not allowed and users will never accept any files being sent to them for any reason. 

(6)  Social networking can make a user's computer vulnerable to denial of service (DoS) attacks. Social networking users will configure their social networking clients in such a way that they do not receive messages from unauthorized users. 

(7)  Many Social networking sites provide plug-ins for internet browsers and instant messaging services.  These open additional security holes in the system and will not be installed on ODRS equipment.

(8)  Many Social networking sites provide access to secondary Instant Messaging services to communicate with people one on one.  As these programs are vulnerable and do not provide any encryption, these applications will not be used on ODRS equipment or accounts.

(9)  Escalations: In the event a virus, malware, or any other suspicious activity is observed on the user machine.  User is instructed to immediately contact the ODRS help desk for prompt assistance to determine the cause of the situation.  If conformation of a Virus or other non-ODRS authorized application is present, the ODRS help desk will attempt to clean the machine using authorized ODRS programs and procedures. If the cleaning is unsuccessful user is instructed and required to shut down the computer without any additional use, including saving or moving of data from the machine. The ODRS help desk will arrange for the recovery of the machine, access to the machine after confirmation of infection is prohibited.

(d)  Symptoms of Suspicious Activity.
(1)  The computer runs slower than usual. 

(2)  The computer stops responding, or it locks up frequently. 

(3)  The computer crashes, and then it restarts every few minutes. 

(4)  The computer restarts on its own. Additionally, the computer does not run as usual. 

(5)  Applications on the computer do not work correctly. 

(6)  Disks or disk drives are inaccessible. 

(7)  You cannot print items correctly. 

(8)  You see unusual error messages. 

(9)  You see distorted menus and dialog boxes. 

(10)  There is a double extension on an attachment that you recently opened, such as a .jpg, .vbs, .gif, or .exe. extension. 

(11)  An antivirus program is disabled for no reason. Additionally, the antivirus program cannot be restarted. 

(12)  An antivirus program cannot be installed on the computer, or the antivirus program will not run. 

(13)  New icons appear on the desktop that you did not put there, or the icons are not associated with any recently installed programs. 

(14)  Strange sounds or music plays from the speakers unexpectedly. 

(15)  A program disappears from the computer even though you did not intentionally remove the program.

(e)  Infected machine.  The ODRS help desk support staff will notify the ODRS Security Officer of the infected machine so an examination of the system may be performed to locate the cause of the infection and solution necessary to prevent spread.  Machine may require reinstallation of operating system, loss of data files may occur.

(f)  Records Management.  All social networking communications are subject to the requirements of the Office of Records Management and the Child Internet Protection Act (CIPA). 

(g)  Monitoring.  Social networking traffic is logged and periodically reviewed. Until product software is in place to do this electronically, the ODRS will take screen capture of social networking sites monthly. Users will have no expectation of privacy. Supervisors may request or be provided reports of Internet usage by employees from the Information Systems Administrator as needed to monitor use. 

Any employee found to have misused or abused a social networking service or violated this policy may be subject to disciplinary action, up to and including termination of employment. For assistance with this policy, please contact the ODRS help desk.

The ODRS will also follow the State of Oklahoma Social Networking and Social Media Standards not expressly written in this document, see  http://www.ok.gov/OSF/Information_Services/Social_Media/.
(h)  Communications.  The ODRS will use social networking pages as another tool to connect with media, other agencies and the general public in times of crisis to assist with the emergency or disaster incidents plan; including potential delays or closures of sites or services as deemed applicable and prudent by the Director of the ODRS.
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